Automated Offensive Cybersecurity

What AI Can and Cannot Yet Do
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Offensive security has always required scarce human expertise. That is changing. Early Al
approaches used reinforcement learning (RL) to automate network navigation and attack
planning, treating penetration testing as a sequential decision problem [1]. Large Language
Models (LLMs) extended this further by operating over natural language action spaces and
drawing on broad pretraining knowledge. In 2025, an LLM-based framework reached the top
of HackerOne's bug-bounty leaderboards through fully autonomous vulnerability discovery
and exploitation [2]. Generative Al is also entering adjacent disciplines: LLM-guided fuzzing
has uncovered significant zero-day vulnerabilities [3], and Al-assisted tools for phishing and
exploitation are documented on underground markets [4]. Automation is no longer a research
prospect in offensive security — it is an operational reality.

These developments are not occurring in a vacuum. Credential theft and exploitation of
public-facing services together account for the majority of observed initial access vectors,
each tied at 30% of incidents [5]. The average time between vulnerability disclosure and
active exploitation has fallen from 63 days in 2018-2019 to just 5 days in 2023 [6]. Once an
attacker establishes a foothold, the window before they are discovered has narrowed from 205
days in 2014 to 11 days in 2024 [7]. Al-driven automation threatens to compress it further,
particularly as agentic systems mature. Yet the bottleneck is no longer initial access — it is
the sustained, multi-stage operation that follows, and where Al currently still falls short.

Current LLM agents perform well on isolated, well-scoped tasks — web penetration
testing and vulnerability discovery being the clearest examples — but struggle to execute
extended attack chains across interconnected enterprise systems [8]. This gap between narrow
task performance and operational autonomy is the field's central open problem. Characterizing
it rigorously through benchmarks that reflect real adversarial workflows is a prerequisite for
advancing automated offensive tools and anticipating what adversaries will deploy next [9].
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